MAMSITKA
JIJISI OBYUAIOIIUXCS Ob HH®OPMAIIMOHHOM BE3OITACHOCTH
JTETEN

HEJIb34

1. Becem noapsi cooduiare CBOIO 4acTHYIO HHGOPMALUIO (HACTOSIIKE UM, (aMIITUIO, TelnedoH,
aZipec, HOMEp IIKOJIBI, a TaKkke GoTorpaduu CBOH, CBOCH CEMbH U JIpy3€eii);

2. OTKpbIBaTh BIOXKEHHBIE (DalIbl IEKTPOHHOMN MOUTHI, KOI/Ia HE 3HACIIb OTIIPABUTENS;
3. I'pyOuTh, mpuanpaThCs, OKa3bIBaTh JaBIEHHE — BECTH Ce0s HEBEKIIMBO M arpECCUBHO;

4. He pacriopspkaiicst JeHbI'aMH TBOCH CeMbHU 0€3 pa3pelIeH s CTapInX - BCET/Ia CrpaliuBan
ponuTenen;

5. He Bcrpeuaiics ¢ IHTEpHET-3HAKOMBIMU B PEAIbHOM KU3HU - IIOCOBETYMICS CO B3POCIIBIM,
KOTOPOMY JIOBEPSEILb.

OCTOPOXXHO

1. He Bce nmumryT npaBmy. Yuraemns o cebe HenpaBay B UHTepHEeTe — 000111 006 3TOM CBOUM
POOAUTCIIAAM HUJIN OTICKYHAM;

2. IlpurnamaroTt nepenuchBaThCs, UTPaTh, 0OMEHUBATHLCS - IPOBEPH, HET JIU MO/IBOXA;
3. He3akonHoe konmpoBaHue ¢aiiiaoB B IHTEpHETE - BOPOBCTRO;
4. Bcerna paccka3biBaii B3pOCIbIM O MPOOJIeMax B CETH - OHU BCEr/a MOMOTYT;

5. Ucnonb3yit HacTpoiKH 0€30MacHOCTH U IPUBATHOCTH, YTOOBI HE IOTEPSITh CBOU aKKAayHTHI B
COLICETSAX U JPYTUX MOpTaax.

MOXHO

1. YBaxkail Apyrux noJib30BaTeNei;

2. Ilonp3yemibess MHTEpHET-UCTOUHUKOM - JI€JIail CChUIKY Ha HETO;
3. OTKpBIBaii TOJIBKO TE CCHUIKH, B KOTOPBIX YBEPEH;

4. O0mmarkcs 32 MOMOIIIBIO B3POCIIBIM - POAUTENH, ONIEKYHbI M aJMUHUCTpaIUsl CAaliTOB BCeraa
MIOMOTYT;

5. [Ipoitnu oObydenue Ha caiite «CETEBUYOK» U MOTYYH MACTOPT NU(POBOTO rpaxkaaHuHa!

[Mucemo Munobpnayku Poccun ot 14.05.2018 Ne 08-1184

O HampapieHUU MHYOPMALIH

© Marepuan u3z CripaBounoii cuctembl «O0pa3oBaHue».

[TonpoGwuee: http://vip.1lobraz.ru/#/document/97/443572/po480/?0f=copy-fabfc4bbf0

NHO®OPMAIINOHHASA IMTAMATKA JUISA OBYUYAIOLIIUXCA

C Ka)KIbIM TOJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKH OJIHU U3 CaMbIX
aKTUBHBIX NOJIb30Bareneil Pynera. Mexay Tem, IOMMMO OTPOMHOIO KOJIMYECTBA BOBMOYKHOCTE,
UHTEPHET HECEeT U MpoOJieMbl. DTa aMsATKa JOKHA TOMOUYb Tebe 6€301acHO HAXOAUTHCS B CETH.

KomrmbroTepHbie BUPYCHI


http://vip.1obraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0

KoMnbroTepHslii BUPYC - 3TO pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTrPAMM, OTIIMUUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTH K pPa3MHOXKEHHUI0. B ononHenune Kk aTomy,
BUPYCHI MOT'YT ITOBPEAMUTH WU MOJHOCTBIO YHUUTOXKUTH BCE (DAiIIbl U JaHHBIE, IIOJKOHTPOJIbHBIE
M0JIb30BATENI0, OT UMEHH KOTOPOro Obla 3amylieHa 3apakE€HHas IporpaMmma, a TakkKe
HOBPEIUTh UM JJaK€ YHUUTOXKHUTh ONEPALMOHHYIO CUCTEMY CO BceMH (aitiamu B 1iesom. B
OOJIBILIMHCTBE CIIy4aeB PaclpOCTPAHIIOTCS] BUPYChI U€PE3 HHTEPHET.

MeTO,Z[BI 3alIUTBI OT BPCAOHOCHBIX IIPpOrpaMM:

1. Mcnonb3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBII YPOBEHD 3aIIUThI
OT BPEIOHOCHBIX ITPOTPAMM,;

2. IlocTosiHHO ycTaHaBIMBal nadtu (LU(pPOBbIE 3aIUIATKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHABIIMBAIOTCS C 1I€JIbI0 TOPAOTKU MPOTrpaMMbl) U Ipyriue OOHOBJICHHS CBOEH ONepariiOHHOMN
cucteMbl. CkauuBail X TOJBKO ¢ OpHUIMATBHOTO caiiTa pazpadorunka OC. Ecnu cymiecTByer
PEeXUM aBTOMaTHYECKOTO OOHOBJICHMSI, BKJIIOYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPEC IO IIpaBaMU I10JIb30BATCIIAA, 4 HC aIMUHUCTPATOPA. 9T0 HE
ITO3BOJINT 6OJIBH_II/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCA Ha TBOEM IIEPCOHAIEHOM
KOMITIBIOTECPC,

4. Vcnionb3yi aHTUBUPYCHBIE IPOrPaMMHBIE IPOAYKThI U3BECTHBIX POU3BOJUTEIIEH, C
aBTOMAaTHYECKHM OOHOBJIEHHEM 0a3;

5. OFpaHI/I‘{b (I)I/ISI/I‘-ICCKI/II\/’I JOCTYII K KOMIIBKOTCPY AJIA IOCTOPOHHUX JIUIL;

6. Mcrionb3yii BHEIIHUE HOCUTENN HH(OpMAINK, Takhe Kak (ienika, JUcK uin (aiir u3
MHTEPHETA, TOJIBKO U3 MPo(epeHHBIX HCTOYHUKOB,;

7. He oTkpbIBaii KOMIIBIOTEPHBIE (DAiIbI, MOTyYCHHbIE U3 HEHAIEKHBIX UICTOYHUKOB. [laxke Te
(haiisTbl, KOTOPBIE MPHUCTIAT TBOW 3HAKOMBIN. JIydIlie yTOUHH y HETO, OTIIPABJISUI JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 970 He BUJ mepeaavyn JaHHBIX, He TEXHOJIOTHS, a BCETO JHUIIb OpeHn, mapka. Eme B 1991
rofy HHJeplaHJCKasi KoMmaHus 3apeructpuposana opena « WECAy, uto 0603Ha4ano
cioBocouetanue «Wireless Fidelity», KoTopblif mepeBoauTCs Kak «0ecrpoBOAHAS TOYHOCTDY.

Jlo Hamrero BpeMeHH Jo1uia Apyras ab0peBuartypa, KoTopas SBISICTCS TAKOM K€ TEXHOJIOTHEH.
Oto abbpeBuarypa « Wi-Fi». Takoe Ha3BaHUE OBUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIHIA
3BYKOBO# TexHUKH Hi-Fi, 4T0 B mepeBo/ie 03Ha4aeT «BBICOKAS TOYHOCTHY.

Ja, 6ecruiaTHbI MHTEPHET-0CTY B Kade, OTENsIX U a9pOoNopTax SBIsSeTCs OTIIMYHON
BO3MOYKHOCTbBIO BBIXO/1a B HUHTEpHET. HO MHOTHE 3KCepThl CUUTAIOT, YTO 001enoctynsbie Wi-Fi
CETH HE SIBISIOTCS 0€30MacCHBIMHU.

Cogertsl 110 Oe30macHOCTH paboTe B 00IIETOCTYMHBIX ceTsax Wi-fi:

1. He mepenagaii cBoro muunyto nHpopmMmaluio yepes oomenoctymnasie Wi-Fi cetn. Pabotas B
HHUX, KCJIAaTCIIbHO HC BBOAUTH ITApOJIM JOCTYIIA, JIOTUHBI U KAKUC-TO HOMCPA,

2. Ucnonb3yit 1 0OHOBJISI aHTUBUPYCHBIE TPOrpaMMbl U OpaHiMayep. TeM caMbIM Thbl
o0e3omnaculllb cedst OT 3aKa4Ku BUpPYyCca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBarnun Wi-Fi otkimoun gyHkimio «O0mmii qoctym K (aitiaM 1 mpuHTEpaM».
JlanHast GyHKIHS 3aKphITa IO YMOTYaHUIO, OHAKO HEKOTOPHIE MTOIh30BATENIN AKTUBUPYIOT &
JUTSL yIOOCTBA MCIIONIB30BaHUS B paboTe Ui yueoe;



4. He ucnonb3yit myonuunsiid WI-FI 111 mepenaun aMuHbIX JaHHBIX, HATPUMED VIS BBIXO/A B
COLIMAJIBHBIE CETH UJIM B AIEKTPOHHYIO I10UTY;

5. Nnonp3yit Tonbko 3amumieHHoe coenuuenue yepe3 HTTPS, a ue HTTP, T.e. mpu nabope BeO-
ajzipeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tenedone oTkmoun GpyHkiuio «Ilonkmouenne k Wi-Fi aBromatnaeckn». He
JIOITyCKal aBTOMaTHUYECKOTO MOJKIIIOUEHHsI yeTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

ConmanbHble CETU

ComnasibHble CETH aKTHBHO BXOJIST B HAIIly JKU3Hb, MHOTHE JIFOM PAOOTAIOT M )KUBYT TaM
MOCTOSTHHO, a B Facebook yxke 3apeructpupoBan MIIITHAP]] YETOBEK, YTO SIBISETCS OTHON
CeIbMOI BCeX JKUTeNeH TaHeThl. MHOTHE MOJIb30BaTe M He MOHUMAIOT, YTO HHpOpMAIIns,
pasMCIICHHAaA UMHU B COLMAJTIBHBIX CETAX, MOXCT GBITB HaﬁHCHa " UCII0JIb30BaHa KEM YIOJHO, B
TOM YHCJIe He 00s13aTeNIbHO C OJIaruMK HaMEPEHHSIMU.

OCHOBHBIE COBETHI IO 0E€30IIACHOCTU B COLIMAIBHBIX CETAX:

1. Orpannyb ciucok Apy3el. Y Te0st B Ipy3bsX HE TOJKHO OBITh CIIy4alHbIX U HE3HAKOMBIX
JIIOJICH;

2. 3ammmail cBOr0 YacTHYIO >kM3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U APYTYIO JIMYHYIO HH(POPMALUIO. 3JI0yMBIIIJIEHHUKN MOTYT MCIIOJIb30BATh JlaXe
MH(OPMAIUIO O TOM, KaK Thl ¥ TBOM POAMTENHN TUIAHUPYETE MPOBECTH KaHUKYJIBL;

3. 3amuinai CBOI peryTaluIo - IEPKH €€ B YUCTOTE U 3a/1aBail cebe BOIPOC: XOTeI OBl ThI,
YTOOBI IpyTHUE MOJIb30BaTEIN BUACTH, YTO ThI 3arpyskaeiib? [logymaii, mpexae yem 4yTo-To
OITyOJIMKOBaTh, HAITUCATh U 3aTrPy3UTh;

4. Ecnu Thl TOBOPHILB C JIFOABMM, KOTOPBIX HE 3HAEILIb, HE MCIIOJIb3Y CBOE PEaIbHOE UM U
JPYTYIO JIUYHYI0 HHPOPMALMK: UM, MECTO KHUTEJIbCTBA, MECTO yueObl U MpPOYEE;

5. N36eraii pazmenienus ¢potorpaduii B UHTepHETE, T/IE€ T M300paXKeH Ha MECTHOCTH, TI0
KOTOPOM MOKHO OIIPENIEIUTh TBOE MECTOIOJIOKEHHUE;

6. [Ipu peructpanuu B COIMAIBLHON CETH HEOOXOIMMO UCIIOJIb30BATh CJIOXKHBIE TTAPOJIH,
cocrosuye u3 OykB ¥ LU(P U C KOTUIECTBOM 3HAKOB HE MeHee §;

7. JAyig couManbHOM ceTH, MOYTHI U IPYTUX CallTOB HEOOXOAMMO MCIIOIb30BaTh Pa3HbIE MaPOIIH.
Torna ecnu Tebs B3IOMAIOT, TO 37I0YMBILIUIEHHUKH MTOJy4YaT JOCTYII TOJIBKO K OJJHOMY MECTY, a He
BO BCE Cpasy.

:‘)J'ICKTpOHHBIe JCHbBI'H

DJEeKTPOHHBIE IEHBI'M — 3TO OYEHb YAOOHBIHN CrIOCO0 IIaTexei, OHAKO CYIIECTBYIOT
MOILIEHHUKHU, KOTOPBIE XOTAT IMOIYYUTh 3TU ACHBIH.

3J'ICKTpOHHBIe JACHBI'M IMOABHUIINCHE COBCEM HCAABHO 1 UMCHHO HM3-3a O9TOI'O BO MHOI'HX
rocygapCTBax 40 CUX IMOP HEC IMPOITMCAaHO MMPO HUX B 3aKOHAX.

B Poccun sxe oH (QyHKITMOHUPYIOT U O HUX YK€ MIPOIMUCAHO B 3aKOHE, ITIe UX Pa3AesioT Ha
HECKOJIbKO BUJIOB - aHOHMMHbBIEC U HE aHOHUMHBIE. Pa3Huiia B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peniaeTcsi MpOBOAUTH omepanuu 6e3 uaeHTUGUKAIUY 0Ib30BaTeNsl, a B
HEAHOHUMHBIX UACHTH(DHUKAIINH MTOJIb30BaTEIIS SIBISETCS 00s3aTSIILHOM.

Taxoke cnenyer pa3nuyarh JEKTPOHHbBIE (PUATHBIE IEHBI'H (PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM)
Y DIIEKTPOHHBIE HepUaTHBIC EHBIU (HE PABHBI TOCYJAPCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI 110 0€3011aCHOM paboTe € AEKTPOHHBIMU JIEHbIraMHU:



1. IlpuBsiku K cueTy MOOMIIbHBIN TenedoH. DTO caMblil yI0OHbIH U OBICTPBIN cIOCO0
BOCCTAHOBHTB JOCTYII K cuety. [IpuBs3anHbIii TenedoH MOMOXKET, eCiu 3a0yeTb CBOI
IUIATEKHBIN Mapoib WIK 3ali/IelIb Ha CAalT ¢ HE3HAKOMOTO YCTPOUCTBA;

2. Ucnone3yit ogHOpa3oBbie maponu. [locre nepexona Ha YCHICHHYIO aBTOPH3AIIHIO TeOe yxKe He
OyIeT yrpoxarb OMacHOCTh KPaXkH UJIU MepexBara MIaTeKHOTO MapoJis;

3. BeiOepu croxHblit maposnb. [lpectynHukam OyeT He MPOCTO yraaaTh CIOXKHBIN Mapoib.
HanexHble maponu — 3To napoiiu, KOTOPbIE COAEPKAT HE MEHEee § 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE U IPOIHCHBIE OYKBBI, IIU(PPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK J0JU1apa,
(dbyHTa, BOCKIUIATEIbHBIN 3HAK U T.1. Hanmpumep, StROng!;;

4. He BBOAM CBOM TMYHBIE TaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEIIb.
DNeKTpOHHAas MOHTA

DNEeKTPOHHAS TTOYTa — ATO TEXHOJOTHS U MPEAOCTABISIEMBIC €10 YCIYTH 10 TIEPECHIIKE U
MOJTyYEHUIO AJIEKTPOHHBIX COOOIICHUN, KOTOPBIC PACTIPEACTISIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO TEKTPOHHBIN MOYTOBBIN SANTUK BBHIVISIIUT CICTYIONTUM 00pa3oM:
UMs_TIOJIh30BaTeNsA(@uMs_jIoMeHa. Takxke KpoMme repeiadu MpoCcToro TeKCTa, UMEETCs
BO3MOXXHOCTh TepeaBaTh (hanbl.

OcHOBHBIE COBETHI 1O 6€30MacHO paboTe ¢ ANEKTPOHHOMN MOYTOM:

1. Hayo BBIOpaTh paBUIIBHBIN MTOYTOBBIN CepBUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4Ile JOBEPSTh TEM, KOTO 3HACIIb M KTO MEPBbIH B
pEeUTHHrE;

2. He yka3biBaii B 1MuHOM nouTe JIMuHy10 nH(popmaruio. Hampumep, mydie BEIOpaTh
«My3bIKaNbHBIN _(hanat@y» umu «pok2013» BmecTo «Temal3dy;

3. Ucnonp3yil IByX3TaHy0 aBTOPU3ALMI0. DTO KOT/la IOMUMO MapoJisi HYy’KHO BBOJAUTH KO/,
npucbulaeMblil mo SMS;

4. BriOepu CIIOKHBIN Mapoib. J[Jsl KakI0T0 MOYTOBOTO SIIIUKA JJOJHKEH OBITh CBOW HAJC)KHBIH,
YCTOMYUBBIN K B3JIOMY TapOJib;

5. Ecnu ecTh BO3MOXKHOCTB HAIIUCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH ITY
BO3MOXHOCTB;

6. Mcrionp3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIii 151 4aCTHOM NEPENUCKU € aApecaTaMy,
KOTOPBIM ThI IOBEPSECIIb. DTO IEKTPOHHBIN aJipec He HaJ0 UCIOIb30BaTh IIPU PErUCTpaIy Ha
¢dopymax u caiitax;

7. He oTkpsiBaii (haiiiel U Apyrye BIOKEHUS B TUChMAaX JaKe €CITH OHU MPHUIILTHA OT TBOUX
npy3ei. Jlydie yTouHH y HUX, OTHPABIISUIH JI OHU TeOe 3Tu (aiJibl;

8. Ilocne okoH4aHus pabOTHI Ha MOYTOBOM CEPBHCE MEPE]l 3aKPHITHEM BKIIAJIKU C CATOM HE
3a0yab HaXKaTh Ha «BBIATIY.

KI/I6ep6yJIJ'II/IHF HJIN BUPTYAJIbHOC U3ICBATCIILCTBO

KubepOynmuHr — npeciiefoBaHre COOOICHUAMH, CONIEPKAIUMHI O0CKOPOIEHUS, arpecculo,
3aImyTrMBaHMe; XYJIUTaHCTBO; COLMAIbHOE OOHKOTHPOBAHKE C IOMOIIBIO PAa3IMYHBIX HHTEPHET-
CEpPBHCOB.

OCHOBHBIE COBETHI 110 OOPLOE ¢ KHOSPOYILITUHTOM:



1. He 6pocaiics B 60ii. JIlyumuii cioco6: mocoBETOBaThCS KakK ce0sl BECTH U, €CJIU HET TOTO, K
KOMY MOXKHO 0OpaTHThCS, TO BHaYaJI€ YCIIOKOUTHCS. ECiu Thl HAYHEIIh OTBEYAThH
OCKOPOJICHUSIMH Ha OCKOPOJICHHUS, TO TOJBKO eIle OOJbIIe Pa30XKKellb KOH(IUKT;

2. Ynpasisii cBoel KnubeppenyTanuei;

3. AHOHUMHOCTB B ceTd MHUMasl. CyIleCTBYIOT CIIOCOOBI BBIACHUTD, KTO CTOUT 33 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BecTu XylnUraHckuii o0pa3 BUPTyaJibHOM Ku3HU. IHTepHET pUKCUpyeT Bce TBOU
JeMCTBUS M COXpaHAET UX. YIAINTh UX OyJleT KpaiiHe 3aTpyqHUTENbHO;

5. Cobmronaii CBOI BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHUYHbIN HeratuB. OHOPA30BbIe OCKOPOUTEIBHBIC COOOIICHUS Ty YIS
urnopupoBarb. OOBIYHO arpeccus MpeKpaaeTcs Ha Ha4aabHON CTaIuH;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COIUAITBHBIX CETIX
€CTh BO3MOXXHOCTH OJIOKMPOBKH OTIPABKH COOOIICHHI ¢ OMpeeNIEHHBIX aJIPECOB;

8. Eciu TBI cBUACTENs KHOSPOYIUTHHTA. TBOM NEHCTBUS: BBICTYIIUTH IIPOTUB MIPECIICAOBATEIS,
MOKAa3aTh €MY, UTO €r0 IEWCTBUS OLIEHUBAIOTCA HETaTUBHO, MOIEPKATh )KEPTBY, KOTOPOM HYKHA
TICUXOJIOTHYECKAs TIOMOIIb, COOOIIUTE B3POCIBIM O (haKTe arpeCCUBHOTO MOBE/ICHHUS B CETH.

MoobunbHbI# TenehoH

CoBpeMeHHbIe cMapT(HOHBI U TUIAHIIETHI COAEPIKAT B ceOe BIIOJIHE B3POCIIbIi (DYHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPHPOBATh CO CTAlMOHAPHBIMU KOMITbloTepamMu. OJJHaKO, CPEICTB
3aLUTHI U1 OJOOHBIX YCTPONCTB MOKa O4eHb Majio. TecTupoBaHUE U MOUCK YSA3BUMOCTEH B
HUX [IPOUCXOIUT HE TaK MHTEHCUBHO, Kak JuIs 1K, To jxe camoe kacaercs 1 MOOMIBHBIX
IPUWIOKECHUM.

CoBpeMeHHBIE MOOUIIBHBIE Opay3ephl yKe MPAKTUYEeCKH JOTHAIN HACTOIBHBIE aHAJIOTH, OJTHAKO
pacuupenue QpyHKIMOHAIa BlIeUeT 3a cO00M OOMBIIYIO CI0KHOCTh U MEHBLIYIO 3alUIIEHHOCTb.

Jlanieko He Bce MPOU3BOAUTEIH BBITYCKAIOT OOHOBIIEHUS, 3aKPHIBAIOIINE KPUTHUECKHE
YSI3BUMOCTH JIJIsl CBOUX YCTPOWCTB.

OCHOBHBIC COBETBI JJIA 0e30IMacHOCTH MOOUIIBHOTO Teﬂe(bOHaI

1. Hugero He siBIsieTCs mO-HacTosIeMy OecriaTHeIM. Bys ocTopokeH, Bellb Korja Tede
npearaloT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO IJIATHBIE YCIYTH;

2. dymaii, mpexxie ueM otrnpaButb SMS, ¢poTo unu Bueo. Thl TOUHO 3HAEIIb, TI€ OHU OyIyT B
KOHEYHOM HUTOTre?

3. Heo6x0aumMo OGHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hOoHa;
4. Vicnionb3yit aHTUBUPYCHBIE IPOTPAMMBI JUISI MOOMIIBHBIX TEJIe(OHOB;

5. He 3arpy»aii npujioke€HUs OT HEU3BECTHOTO MCTOUYHHKA, BEJIb OHU MOTYT COJIEpKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ECIICYeHHE;

6. [1ocne Toro kak Thl BBIHCIID C caiiTa, i€ BBOJWI JIUUHYIO HH(POpPMAIIHIO, 3ai111 B HACTPONKU
Opaysepa u yganu cookies;

7. Ilepronuuecku IpoBepsid Kakue IJIaTHbIE YCIIyI'M AKTUBUPOBAHbI HA TBOEM HOMEDE;

8. JlaBaii cBOIt HOMEp MOOMIJIBHOTO TenedOoHa TOIBKO JIIOISIM, KOTOPBIX ThI 3HACIITH U KOMY
JIOBEPSICIIIb;



9. Bluetooth nomxkeH ObITH BBIKITIOUEH, KOTJIa THI UM HE TONb3yenibes. He 3a0bIBait nHOTIQ
MIPOBEPSITH ITO.

Online urpst

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPaCOUHbIE, 3aXBaTHIBAIOIINE PA3BICUCHUS, OObEAUHSIOINE
COTHHU THICSAY YEJIOBEK 110 BCeMy MHUpY. Irpoku ucciaenytoT TaHHbIi UM MUp, OOLIAIOTCS APYT C
JPYTOM, BBIIIOJHSIOT 3a1aHUs, CPAYKAIOTCS C MOHCTPAMM U IIOJTY4arOT OIBIT. 3 YIOBOJIbCTBUE
OHH IUIATAT: NOKYMAIOT AUCK, OIUIaYUBaIOT A0OHEMEHT WJIM IPUOOPETAIOT KaKKhe-TO OIIIUU.

Bce st CpeacTBa UAYT HAa NOAACPIKAHUC U PA3SBUTHUC UI'PBI, @ TAKIKC HA CaMy 0€30IMaCHOCTb:
COBCPHICHCTBYIOTCA CUCTCMbI aBTOPHU3all, BBIITYCKAIOTCS HOBBIC IMaTYU (HI/I(i)pOBI)Ie 3aIljIaTKu
JJIA nporpaMM), 3aKPbIBAOTCA YA3BUMOCTU CCPBCPOB.

B HOI[O6HLIX HUrpax CTOUT OoImacarbCs HEC CTOJIBKO CBOMUX COIMCPHUKOB, CKOJIBKO KpPaKHu TBOCTO
mapoJjsi, Ha KOTOpOM OCHOBAaHAa CUCTCMa aBTOPU3aAlU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30IIACHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Ecniu npyroii urpok BeAeT cedsl MI0X0 WK co3/1aeT TeOe HENPUATHOCTH, 3a0I0KUPYH ero B
CIMCKE UTPOKOB;

2. lloxkanyiica agMUHUCTpATOpPaM UrPhI Ha IJI0X0€ MOBEJEHUE 3TOTO UTPOKa, KEJIATEIbHO
HNPUIOKUTh KAKHE-TO J0Ka3aTeIbCTBA B BU/IE€ CKPUHOB,;

3. He yxka3biBaii InuyHyto HH(pOpMAIHIO B Ipodaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoduIIHaabHbIE TTAaTYd U MOJIBI;

6. Mcrionp3yil cioHBIE U pa3HbIE apOJIn;

7. [Jaxe BO BpeMsI UTPBI HE CTOUT OTKJIFOYaTh AaHTUBUPYC. [10Ka Tl Hrpaeiib, TBON KOMIIBIOTED
MOTYT 3apa3uTh.

DUmuHT 1IN Kpaxa JUYHBIX JaHHBIX

OObIYHOM KpaXkel JeHET U IOKyMEHTOB CETOHS YK€ HUKOTO HE YIUBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0yMBIIIJICHHUKH TEPEMECTHIIUCh B UHTEPHET, U TPOJOKAIOT
3aHUMAThCS «JTIOOMMBIM» JIEJIOM.

Tak mosiBUIach HOBask yrpo3a: MHTEPHET-MOIIEHHNYECTBA UM (DUILIMHIT, IVIaBHAs 11eJIb KOTOPOTo
COCTOHWT B TIOJTy4Y€HUH KOH(DHUICHIINATBHBIX JaHHBIX MOJIb30BaTENIel — JIOTHHOB U maposieil. Ha
aHruiickoM si3bike phishing untaercs kak ¢umuHr (ot fishing — pri6Has noBns, password —
napoJnb).

OCHOBHBIE COBETHI 110 OOPBHOE ¢ PUIITMHTOM:

1. Cnenm 3a cBoMM akkayHTOM. Eciii ThI IOJ103peBaelilb, YTO TBOS aHKeTa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JI0KUPOBATh €€ U COOOIIUThH aIMUHUCTPATOPAM pecypca 00 TOM KaK MOYKHO
CKopee;

2. Ucnonw3yit 6e30macHbie B€O-CaliThI, B TOM YHCJI€, MTHTEPHET-MAra3uHOB U TTIOUCKOBBIX CHCTEM;

3. Ucnonw3yii cnoxHbIe U pa3Hble maponu. Takum obpazom, eciu Te0s B3JIOMAIOT, TO
3JI0YMBIIUICHHUKH TTOTydaT TOCTYII TOJIBKO K OJJHOMY TBOEMY IMPOQHIIIO B CETH, a HE KO BCEM;

4. Ecniu Te0st B3IIOMaJIH, TO HEOOXOMMO TPEIYTPEANTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBJICHBI Y TE€OS B IPY3bsX, O TOM, UYTO TeOS B3JIIOMANIU U, BO3SMOXKHO, OT TBOGTO UMEHH Oy/IeT
pacchuIaThCs CIIaM M CCBUTKH Ha (DUITMHTOBBIC CAMTHI;



5. YcranoBu HaaexHsli napois (PIN) Ha MoOuIbHBIHN Tene]oH;
6. OTKIIIOUM COXpaHEHUe mapoJs B Opaysepe;

7. He oTkpseiBaii ¢daiiisl U Apyrue BIOKESHHS B TUChMaX JaKe €CIIM OHH MPUIILTH OT TBOUX
npy3ei. Jlydiie yTouHd y HUX, OTTIPABIISUIH JTH OHU Te0e 3TH (ailibl.

Hudposas penyrarus

[{udpoast permyTanus - 5T0 HeTaTUBHAS WU MIO3UTHBHAS MH(POPMAIIUs B CETH O TeOe.
Kommpomerupyromast nHGpopMaIws pa3MeieHHass B HHTEPHETE MOXKET CEPhE3HBIM 00pa3oM
OTPa3UThCs HAa TBOCH peanibHOU Xu3HU. «L[udpoBas pemyTranus» - 3T0 TBOM UMUK, KOTOPBIHA
(hopmupyeTcs u3 HHPopMaryu 0 Te0e B HHTEPHETE.

TBO€ MECTO KHUTENHCTBA, YUeOBbl, TBOE (PMHAHCOBOE TMOJIOKEHNUE, 0COOCHHOCTH XapaKTepa u
pacckasbl 0 OJTM3KHX - BCE 9TO HAKATUIMBAETCS B CETH.

MHorue noApoCTKU JIETKOMBICIEHHO OTHOCATCSA K IyOIMKaIMK JTMYHON MHPOpMaLUY B
WHTepHeTe, HE MOHMMas BO3MOXKHBIX MTOCIEACTBUN. Thl Aake HE CMOXKELIb 10OTaarbes O TOM,
yT0 (oTorpadus, pazMelieHHas 5 JIeT Ha3aj, cTaja NPUYMHON O0TKa3a MPUHATH TeOsl Ha paldoTy.

KomMmenTapuu, pazmenienue TBoux Gororpaduii u qpyrue AeMCTBUS MOTYT HE UCUE3HYTh Jaxke
MIOCJIE TOTO, KaK ThI UX YAAIHIG. ThI HE 3HACIIH, KTO COXPAHIII ATy HHPOPMAIIHIO, ITOTIaIa JIH
OHA B MTOMCKOBBIE CHUCTEMBI U COXPaHUJIACh JIU OHA, a [JIaBHOE: YTO MOIYMAIOT O Tede
OKpY’KafoIIlee JIFOIN, KOTOPhIE HAWIYT U YBUAAT 3T0. Haiitu nH(MOpMAIIUI0 MHOTO JIET CITyCTS
CMOXeET JII000H - KaK U3 JOOPhIX MOOYKICHH, TaK U C HAMEPEHUEM MPUUUHUTD Bpea. ITO
MOYET OBITH KTO YTOJIHO.

OCHOBHBIE COBETHI IO 3aITUTE ITUGPOBOM pENyTaIUu:

1. Ilopgymaii, mpexxe yem 4To-To MyOJIMKOBaTh U IiepeiaBaTh y ceds B O6J0re WK B COLUAIbHON
CeTH;

2. B HacTpoiikax npo¢uis yCTaHOBU OTPaHUUYEHUS Ha IPOCMOTP TBOETO POl U ero
COJZIEPKUMOTO, C/AEIAl €ro TOJIBKO <« IPY3€iDy;

3. He pa3smemaii 1 He yKka3biBail HH(POpMAIHIO, KOTOPask MOXKET KOTO-THO0 OCKOPOIISITh I
00MXKaTh.

ABTOpPCKOE ITpaBo

CoBpeMeHHbIE IIKOJIBHUKN- aKTUBHBIE NIOJIb30BaTEIN LU(POBOro NpocTpaHcTBa. OIHAKO aIeKo
HE BCE€ 3HAIOT, YTO MOJIb30BaHHE MHOTHMMH BO3MOXKHOCTAMU I (PPOBOTO MUpa TpeOyeT
COOJTIO/IEHHs ITPAB HAa MHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMI/IH «HUHTCJUICKTYaJIbHasA COGCTBCHHOCTB» OTHOCHUTCH K PA3JIMYHBIM TBOPCHUAM
YEJI0BEUECKOTO YMa, HAaUMHAsl C HOBBIX M300pETEHNH U 3HAKOB, 0003HAYAIONIUX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIIYTHU , U 3aKaHUYMBAsi KHUramu, ororpadusaMu, KHHOUIbMaMH U
MY3bIKJTbHBIMH TTPOU3BEICHUSMH.

ABTOpCKHE IpaBa - 3TO MpaBa HAa MHTEJICKTYalIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHSI HAyKH,
JUTEpaTypbl U UCKYCCTBA. ABTOPCKHE ITpaBa BHICTYINAIOT B KAY€CTBE rapaHTUHU TOTO, YTO
MHTEJUIEKTYaIbHbIH/TBOpPUYECKH TPy aBTOpa He OyJIeT HalpacHbIM, JaCT €My CIpaBe/IIUBbIC
BO3MOYKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPy/a, MOIYYUTh U3BECTHOCTh U IPU3HAHUE.
Huxkro 6e3 paspernieHus aBTopa He MOXKET BOCIIPOU3BOIUTH €TI0 MPOU3BEICHHUE, PACTIPOCTPAHSITD,
nyOJIMYHO J€MOHCTPUPOBATh, IPO/IaBaTh, UMIIOPTUPOBATH, IyCKaTh B MPOKAT, MyOJINYHO
UCTIOJIHATh, TOKa3bIBaTh/UCIIOIHATH B 3(upe UK pazmeniars B IHTepHeTe.



Hcnonb30BaHNe «IIMPATCKOr0» MPOrPaMMHOT0 00eCrieyeHUst MOXKET IPUBECTH K MHOTUM
pHUCKaM: OT OTEPH JAHHBIX K TBOUM aKKayHTaM J10 OJIOKHPOBKH TBOETO YCTPOWCTBA, I1e
yCTaHOBJICHHBII He JierajpHas nporpamma. He ctouT Taxoke 3a0bIBaTh, YTO CyIIECTBYET
JerajgbHble U OecIIaTHbIE IPOTrPaMMBbl, KOTOPbIE MOXKHO HAlUTH B CETH.

O noprane

CereBuuoK.p( - TBOI IIaBHBINA COBETUUK B CETH. 3/1€Ch Thl MOXKEIIh Y3HATH O 0€30MaCHOCTH B
CETH TIOHSATHBIM M IOCTYITHBIM SI3IKOM, a TIPH BO3SHUKHOBEHHH KPUTHUYECKOWU CUTYaIH
00paTUTHCS 32 COBETOM. A TaK)Ke MPUHATH YU4aCTHE B KOHKYpCaX U CTaTh CaMbIM ITU(PPOBBIM
rpakaHuHOM !

[Mucemo Muno6pnayku Poccun ot 14.05.2018 Ne 08-1184 "O nanpasnenuu uapopmanun”



